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Abstract

As digital technologies continue to proliferate within the healthcare
ecosystem, there is a paradigm shift in how healthcare is viewed,
practiced, and delivered. Medical practitioners and patients alike
are increasingly adopting personalized and proactive regimens,
where healthcare is being viewed as a routine part of daily life as
opposed to a reactive obligation. A significant factor in driving this
change is the growing popularity and usage of mobile healthcare
applications, which are generally classified as Software as a
Medical Device (SaMD).

As SaMDs continue to permeate the healthcare continuum, it brings
along many challenges. This includes cybersecurity vulnerabilities,
navigation of varying regulations across geographies, and the
complexity of ensuring clinical efficacy over a period of time. Despite
these challenges, the benefits that SaMDs bring are immense

and will continue to revolutionize how healthcare is perceived and ' R
delivered at an unprecedented scale. This whitepaper explores S LI

lpgome Tax No.

the technical aspects of SaMDs, dives into a holistic discussion of
its utilization and applications, and sheds light on several critical
inherent risks and new opportunities.
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Introduction

The global market for SaMD is projected to rise from a value of

$4.4 billion to $8.2 billion by 2027. The increasing adoption and
implementation of SaMD can be attributed to several key trends
shaping the healthcare landscape. Firstly, the widespread adoption of
wearables by patients has played a pivotal role in this transformation.
These wearable devices, such as smartwatches and fitness trackers,
empower individuals to monitor their health continuously, collect real-
time data, and gain valuable insights into their wellbeing.

Secondly, with a deeper comprehension of genetics, genomics, and
disease mechanisms, healthcare is evolving towards a personalized
and tailored model, moving away from the traditional one-size-fits-
all approach. Leading this transformation are SaMD applications,

by equipping healthcare professionals with sophisticated tools
to analyze extensive datasets and provide precise diagnoses and
treatment recommendations. In addition, the integration of SaMD into

clinical practice has been driven by the active engagement of patients BIAGNOSIS
in their health tracking, thereby revolutionizing the doctor-patient ‘
relationship and empowering individuals with insights and control over L-fv e

their wellbeing.
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SaMDs are increasingly being viewed as an overall solution that benefits all stakeholders within the healthcare ecosystem, including
providers, patients, and healthcare technology companies. Hospitals benefit via improved resource utilization, while patients — via access
to remote care and technology organizations — can increase their focus on improving care pathways, overall whilst collecting information
to improve future product development.

What constitutes the analytical lifecycle journey of SaMDs?

The SaMD lifecycle comprises of several stages encompassing
conception, development, deployment, monitoring, and enhancement.
These stages are essential to ensure the safety, effectiveness, and
reliability of the software in a medical setting. Let us briefly discuss
these stages:

Integration: For an SaMD, it is crucial that data from various relevant
healthcare system be collated to ensure a holistic approach for
medical decision-making.

Storage: Cloud-based solutions are commonly used for data storage
in SaMD as they offer better scalability, accessibility, and facilitate
real-time data updates. It is also imperative that these storage
solutions be secure and follow compliance to ensure data privacy and
security.

Data quality: To ensure the accuracy and reliability of SaMD outputs,
it is crucial that the quality of input data be maintained. For this,
standard quality checks and metrics must be applied to validate and
verify the data to minimize errors and biases.

Scalability: SaMDs are required to be able to process multiple files



and data processing tasks simultaneously. Scalability of SaMDs
is a significant factor which ensures that they can efficiently
manage increased data volumes and user demands without
compromising performance.

Generic capabilities: Generic SaMDs are designed to be flexible
and compatible with different formats of data, enabling effective
and safe usage across a wide range of intended uses, clinical
conditions, and user populations. When an SaMD is considered
generic, it typically undergoes a separate regulatory pathway
compared to specific or customized SaMD.

Compliance: All SaMDs must adhere to relevant regulatory and
standard practices specific for medical devices. Depending on the
region or country of use, there may be specific regulations and
standards that the software needs to comply with, to ensure its
safety and effectiveness.

Visualization and clinical interpretation: Once the data is
processed, all SaMDs must be able to present actionable insights
in a user-friendly and clinically meaningful way. Effective
visualization helps healthcare professionals interpret the results
and make informed decisions.

Curation: The ability to curate for rationale means that the SaMD
should provide transparent explanations or justifications for the
conclusions it draws or the recommendations it offers. This is
essential for building trust in the software’s decision-making
process among healthcare professionals and patients.
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SaMD finally serves the objective it was invented for.

The decision makers use the curated data as an aid in
making healthcare decision(s). With the help of data
healthcare professionals can answer key questions
for which SaMD was deployed, helping in providing
personalized and value-based care.
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Several life sciences companies opt out of providing complete end-to-
end solutions for all SaMD lifecycle stages. Instead, they specialize

in specific phases based on their expertise, resources, or business
strategy. For instance, there are companies excelling in software
development and coding, becoming experts in building reliable SaMD
solutions. Others focus on regulatory compliance and approvals,
navigating complex requirements to gain health authority approvals.
Furthermore, some companies specialize in post-market surveillance
and support, monitoring software performance, and ensuring safety and
effectiveness in real-world usage.

Given the complexity of developing SaMD and meeting the relevant
regulatory standards, it is also common for companies to collaborate
and form partnerships within an ecosystem. For instance, a software
development company may team up with a regulatory consultancy and a
post-market surveillance firm to collectively offer comprehensive SaMD
services. This specialized approach allows each company to focus on
their strengths, concentrate on specific expertise, and deliver top-notch
products and services.
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Holistic utilization of SaMD in
healthcare — A 360° view

The utilization of SaMD in healthcare can be broadly classified into three different categories. These span from the creation of a data
integration platform, wellbeing enhancement through personalized disease management, and care enablement by improving patient
experience and operational efficiency. Let us briefly explore each category to understand them better:

4 )
Data integration platform

The data collected by SaMDs from various medical devices, including electronic health records (EHRs), wearables, and other health-related sources, can be

collated into a unified data platform. Moreover, interoperability capabilities, provides seamless communication and data exchange among different systems
and devices. Finally, the platform can leverage predictive analytics, machine learning, and data mining to process and analyze the integrated data, providing
valuable insights into patient populations, treatment outcomes, disease trends, and more.

Wellbeing enhancement

SaMDs play a crucial role in enhancing wellbeing by harnessing real-world data (RWD) for disease management, resulting in personalized recommendations
and improved patient outcomes. Firstly, by analyzing extensive patient data, SaMDs can identify patterns and trends related to specific diseases or
medical conditions, enabling the early identification of diseases. Secondly, the insights gained from RWD analysis enable SaMDs to offer personalized
recommendations, such as individualized medication dosages, lifestyle adjustments, and other interventions for optimizing treatment effectiveness. Lastly,
SaMDs allow for continuous monitoring of patients via connected devices and wearables, facilitating remote tracking of patient progress, early intervention
when needed, and real-time adjustments to treatment plans.

Care enablement

SaMDs significantly enhance care enablement as they can be leveraged to enrich the patient experience by optimizing operational efficiency. For instance,
by incorporating interactive and gamified applications, patients are encouraged to stay committed to their treatment plans, leading to improved adherence
and better health outcomes. Furthermore, SaMDs also enable the seamless and swift delivery of medications and ensure that patients receive timely
interventions, promoting a holistic approach to healthcare that prioritizes convenience and patient-centeredness.

(00]



The abundance of data that SaMDs can gather from various sources, such as devices, sensors, smartphones, user feedback, and
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Delivering value — Where can SaMDs be applied?

environmental conditions, are invaluable for driving improved patient outcomes and faster innovation of healthcare products and solutions.

SaMDs not only collect vital data but also possess the ability to access, combine, and analyze it, either automatically or by presenting
it to users for action. By leveraging such granular clinical insights, healthcare professionals can make more informed decisions while
administering patient care. Furthermore, as more feedback is gathered on the usage and efficiency of SaMDs from patients and healthcare

practitioners alike, businesses can fast-track product improvements in response to user needs. Let us take a closer look at some of the
critical applications of SaMDs:

evaluation or intervention.

Monitoring and alerts

SaMD platforms can be utilized for continuous monitoring of patients’ health status and vital signs. These applications
may connect to wearable devices or medical sensors, collecting real-time data to track a patient’s condition. If any
concerning changes are detected, the platform can generate alerts to healthcare providers or patients, prompting further

4 )
Patient benefit Provider benefit
Real-time and personalized recommendations such as Data can be collected from ambulatory patients over
adjustment of medication dosages based on drug response, a period of time, enabling the early detection of
physical activity, and environmental factors. abnormalities or warning signs for timely intervention.
- /
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Screening and diagnosis

With the aid of robust algorithms, SaMDs can analyze patient data, such as symptoms, medical history, and test
results, to provide insights and identify new diagnostic parameters.

/- N
Patient benefit Provider benefit
New diagnostic parameters contribute to more accurate Insights gathered offer a holistic view of the patient’s
and efficient diagnosis, enabling early detection of medical condition, history, and real-time status, empowering
symptoms or diseases and improved treatment plans. providers to make more precise and well-informed diagnoses.

\_ /
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24 < é{rt?’ : . : SaMD systems can assist in providing personalized care plans, reminders for medication adherence, and educational
“ = :% ’ resources to empower patients in managing their health conditions effectively.
i
4 )
Patient benefit Provider benefit
Patients can assume ownership of their health by tracking Providers can deliver tailored treatment plans based
personal health activities in real time and take preventive on the individual needs of patients, leading to more
measures or seek assistance. effective care.
- .
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Digital therapeutics

By hosting digital therapeutics, SaMDs can deliver evidence-based therapeutic interventions, ranging from
cognitive behavioral therapy for mental health conditions to personalized exercise programs for physical
rehabilitation patients.

\
Patient benefit Provider benefit
SaMDs can detect patterns by analyzing symptoms and Digital therapeutics enabled by SaMDs can be
aid in understanding the root causes of diseases enabling particularly beneficial in treating complex and critical
the delivery of more precise and targeted treatments. diseases.
\_ /

Case in point

CitiusTech provides SaMD solutions to businesses across multiple healthcare verticals. Our state-of-the-art solutions are proven to
enhance various aspects of healthcare, such as optimization of treatment pathways and delivery of dosage, ultimately driving better
healthcare outcomes.

n



Optimizing treatment pathways for

pharmaceutical organizations
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Optimizing dosage delivery with Al/
MLbased SaMD

Problem statement

A leading pharmaceutical organization was challenged
with making informed decisions while delivering treatment

for patients with rare disease.

Our solution

CitiusTech delivered an Al/ML-based SaMD with intuitive
interfaces that helped the organizations collect, analyze, and
understand the clinical data from rare disease cases.

Business value delivered

The healthcare organization could identify patients who had
developed a resistance to the prescribed drugs and could
potentially experience recurring episodes of rare disease.
This helped in taking prompt and proactive measures for

better patient care.

Problem statement

A global healthcare provider wanted to optimize their
process for the administration of CKD drugs.

Our solution

CitiusTech delivered an Al/ML-based medical device
SaMD that could predict the ideal dosage accurately for
the administration of the required drugs.

Business value delivered

» The solution empowered the healthcare provider to
adopt a patient-centric approach.

» |t enabled the reporting of facility and provider
performance, based on dose administration, across
multiple geographies.

12
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Understanding inherent challenges and
embracing new opportunities

While the adoption of SaMDs will only continue to rise, some fundamental challenges remain to be addressed holistically. The most

significant challenge is finding a balance between the agility and speed of modern product development methodologies, with the

need to prioritize patient safety and adhere to strict regulatory standards. Overcoming this hurdle becomes more difficult with varying

cybersecurity and regulatory frameworks across geographies. As businesses look to implement faster development cycles for SaMDs, it
is vital that clinical effectiveness, not to be compromised and the following factors be equally considered.

4 A N\ [ N
Cybersecurity vulnerabilities Software updates System complexities
SaMDs, like other software- The software for SaMDs must SaMDs are designed to interact with
driven devices, are vulnerable to continually evolve to address intricate healthcare systems and
cybersecurity threats due to their bugs, enhance performance, and integrate with other medical devices.
network and device connections, introduce new features. Thorough Dealing with systemic issues
making them attractive targets validation and testing are necessary stemming from these interactions
for cyber attackers. Unauthorized to avoid introducing new problems presents a challenge. Additionally,
access by attackers could lead or compromising the device’s human factors significantly
to compromised functionality, intended use. Additionally, updates influence the safe and effective
manipulation for harmful actions, may entail time-consuming and use of SaMDs. It is crucial to
and extraction of sensitive costly recertification or revalidation comprehend how users interact with
patient data. processes. the software, anticipate potential
user errors, and design intuitive user
interfaces thoughtfully.
. /. AN J
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Just as every cloud has a silver lining, so does the seemingly complex web of SaMDs and their usage and development. As SaMDs
rapidly evolve, new doors towards improvement and innovation open for businesses. We focus on four areas below, where SaMD providers
can potentially improve reliability, security, and efficacy.

Data de-identification: By implementing robust data de-identification techniques, patient data privacy can be protected when using
sensitive medical data for research, testing, and training algorithms. This opens up opportunities for SaMD developers to collaborate
more efficiently with healthcare institutions, share datasets for research purposes, and develop more effective and accurate medical
software solutions.

Quality checks: Quality assurance and testing methodologies tailored specifically for medical software must be developed. This
includes rigorous testing for accuracy, safety, and compliance with relevant regulations and standards (e.g., FDA regulations in the
United States).

Automation: As SaMDs get more complex and need frequent updates to match medical knowledge and standards, manual processes
become slow and error-prone. Embracing automation technologies like CI/CD pipelines, automated testing, and machine learning for data
analysis boosts efficiency, shortens development cycles, and enhances product quality.

Testing as a Service: By using Testing as a Service (TaaS), SaMD developers can access specialized testing expertise without
maintaining an in-house team. TaaS providers offer real-world testing environments for comprehensive evaluations. This saves costs,
speeds up time-tomarket, and provides valuable insights into product strengths and weaknesses.

14



Conclusion

Although regulatory harmony concerning SaMDs across
international standards may not be fully achieved yet, the
initiatives undertaken by the International Medical Device
Regulators Forum (IMDRF) are poised to expedite progress
toward streamlined classifications and development cycles.

And while there isn’t a cookie-cutter approach to the
development of SaMDs, it is worth noting that, like most
medical device development lifecycles, a risk-based approach
is key. Undoubtedly, innovation in SaMD will persist rapidly,
consistently pushing boundaries far beyond the advancements
seen in traditional medical devices.
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Shaping Healthcare Possibilities

CitiusTech is a global IT services, consulting, and business solutions enterprise 100% focused on the
healthcare and life sciences industry. We enable 140+ enterprises to build a human-first ecosystem that is
efficient, effective, and equitable with deep domain expertise and next-gen technology.

With over 8,500 healthcare technology professionals worldwide, CitiusTech powers healthcare digital
innovation, business transformation and industry-wide convergence through next-generation technologies,

solutions, and products.
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